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•  Spent	
  ~18	
  months	
  from	
  2011	
  on	
  one	
  project,	
  helping	
  to	
  make	
  

their	
  app	
  “secure”	
  

•  Applica5on	
  protec5ons	
  weren’t	
  mainstream	
  or	
  documented	
  at	
  

the	
  5me	
  

•  Con5nuous	
  arms	
  race;	
  stuck	
  in	
  a	
  break,	
  advice,	
  develop	
  cycle	
  

•  Learned	
  a	
  lot	
  and	
  contributed	
  to	
  what	
  I	
  believe	
  to	
  be	
  a	
  quite	
  an	
  

impressive	
  project	
  

Introduc5on	
  

Background	
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The	
  Problem	
  

Mobile	
  Data	
  

•  Lots	
  of	
  applica5ons,	
  doing	
  lots	
  of	
  interes'ng	
  things	
  

–  Banking	
  

–  Social	
  networks	
  

–  Gambling	
  

–  Privacy	
  driven	
  applica5ons	
  

–  Enterprise	
  applica5ons	
  with	
  internal	
  integra5ons	
  

•  Lots	
  of	
  interes5ng	
  data	
  

–  PII	
  

–  Financial	
  data	
  

–  Sensi5ve	
  corporate	
  data	
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The	
  Problem	
  

The	
  AXack	
  Surface	
  

•  Mobile	
  applica5on	
  insecuri5es	
  are	
  well	
  documented	
  

–  Insecure	
  storage	
  

–  Transport	
  insecuri5es	
  

–  Injec5on	
  vulnerabili5es	
  

–  Tampering	
  aXacks	
  

•  What	
  are	
  the	
  aXack	
  scenarios?	
  

–  Jailbreaking/Roo5ng	
  by	
  user/aXacker	
  –	
  Pangu?	
  

–  AXacks	
  from	
  malware,	
  e.g.	
  Unflod	
  Baby	
  Panda	
  

–  App	
  imita5on	
  and	
  repacking	
  with	
  malicious	
  code	
  

–  Targeted	
  exploita5on	
  

–  Casual	
  drive	
  by	
  download	
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The	
  Problem	
  

Applica5on	
  Insecuri5es	
  

•  Direct	
  remedia5on	
  of	
  applica5on	
  insecuri5es	
  is	
  generally	
  well	
  documented	
  

•  Many	
  applica5ons	
  have	
  started	
  to	
  follow	
  recommended	
  ac5ons	
  to	
  address	
  the	
  

tradi5onal	
  vulnerabili5es:	
  

–  Client	
  side	
  authen5ca5on	
  

–  Encryp5on	
  of	
  persistent	
  data	
  

–  Cer5ficate	
  pinning	
  

•  Do	
  these	
  protect	
  against	
  all	
  aXack	
  scenarios?	
  

–  How	
  trivial	
  is	
  it	
  to	
  bypass	
  from	
  on-­‐device?	
  

–  What	
  about	
  resource/app	
  modifica5on	
  –	
  adware/spyware	
  inser5on?	
  

•  The	
  arms	
  race	
  begins…	
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•  “Secure”	
  is	
  banded	
  around	
  a	
  lot,	
  not	
  just	
  in	
  mobile	
  

–  “Secure	
  end-­‐to-­‐end	
  messaging”	
  

–  “Secure	
  storage”	
  

–  “Secure	
  device	
  management”	
  

•  Decided	
  to	
  challenge	
  some	
  of	
  these	
  claims	
  

Introduc5on	
  

Case	
  Studies	
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Case	
  Study	
  #1	
  

MobileIron	
  

•  Popular	
  MDM	
  driven	
  by	
  policies	
  set	
  on	
  the	
  VSP	
  (Virtual	
  

Smartphone	
  Plahorm)	
  

•  Reports	
  back	
  to	
  the	
  VSP/Sentry	
  devices	
  of	
  policy	
  viola5ons	
  such	
  

as	
  jailbreaking	
  and	
  can	
  react	
  accordingly,	
  examples	
  include	
  

removing	
  e-­‐mail	
  and	
  VPN	
  access	
  



	
  	
  ©	
  2014	
  MDSec	
  Consul5ng	
  Ltd.	
  	
  All	
  rights	
  reserved.	
  

Case	
  Study	
  #1	
  

MobileIron	
  

•  Well	
  known	
  limita5on	
  of	
  the	
  sokware,	
  forcibly	
  closing	
  the	
  app	
  

and	
  disabling	
  loca5on	
  services	
  prevents	
  it	
  detec5ng	
  policy	
  

viola5ons	
  and	
  repor5ng	
  back	
  to	
  the	
  VSP	
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Case	
  Study	
  #2	
  

Wickr	
  

•  In	
  January	
  2014	
  Wickr	
  announced	
  a	
  bug	
  bounty	
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Case	
  Study	
  #2	
  

Wickr	
  

•  The	
  applica5on	
  is	
  a	
  privacy	
  driven	
  instant	
  messaging	
  service	
  

•  Tag	
  line	
  “leave	
  no	
  trace”	
  –	
  supposedly	
  forensically	
  sound	
  

•  Self-­‐destruc5ng	
  messages,	
  pictures,	
  fully	
  encrypted	
  

•  The	
  app	
  employed	
  no	
  binary	
  protec5ons	
  so	
  tampering	
  was	
  fairly	
  

trivial	
  

•  Within	
  24	
  hours	
  there	
  were	
  some	
  interes5ng	
  findings	
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Case	
  Study	
  #2	
  

Wickr	
  

	
  

	
  

	
  

	
  

WICKR	
  DEMO	
  



	
  	
  ©	
  2014	
  MDSec	
  Consul5ng	
  Ltd.	
  	
  All	
  rights	
  reserved.	
  

Case	
  Study	
  #3	
  

GO!Enterprise	
  

•  BYOD	
  container	
  that	
  allows	
  a	
  separate	
  workspace	
  for	
  mail,	
  

contacts,	
  secure	
  browsing,	
  file	
  storage	
  etc.	
  

	
  

•  “The	
  GO!Enterprise	
  mobility	
  plahorm	
  was	
  designed	
  from	
  the	
  

ground	
  up	
  with	
  security	
  in	
  mind.	
  Thus	
  GO!Enterprise	
  solu5ons	
  

inherit	
  a	
  wealth	
  of	
  security	
  features	
  that	
  minimize	
  the	
  risk	
  of	
  

unauthorized	
  access,	
  data	
  leakage	
  and	
  security	
  breaches.”	
  

•  All	
  managed	
  from	
  a	
  per	
  enterprise	
  cloud	
  instance	
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Case	
  Study	
  #3	
  

GO!Enterprise	
  

•  Installed	
  the	
  app	
  and	
  synchronised	
  data;	
  appeared	
  to	
  be	
  using	
  

these	
  databases	
  for	
  storage	
  

•  Decompiling	
  and	
  analysing	
  the	
  APK,	
  revealed	
  it	
  was	
  using	
  

SQLCipher	
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Case	
  Study	
  #3	
  

GO!Enterprise	
  

•  Next	
  step	
  was	
  to	
  find	
  where	
  mPassword	
  comes	
  from:	
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Case	
  Study	
  #3	
  

GO!Enterprise	
  

•  The	
  key	
  appears	
  to	
  be	
  derived	
  from	
  the	
  IMEI	
  and	
  the	
  path	
  to	
  the	
  

database,	
  using	
  the	
  IMEI	
  as	
  a	
  salt	
  

•  This	
  can	
  be	
  verified	
  by	
  reproducing	
  the	
  code	
  in	
  another	
  app	
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Case	
  Study	
  #3	
  

GO!Enterprise	
  

•  Running	
  the	
  PoC	
  generates	
  the	
  following	
  key	
  for	
  the	
  “storage.db”	
  

database	
  	
  

•  Using	
  the	
  key	
  it’s	
  possible	
  to	
  view	
  the	
  database	
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Case	
  Study	
  #3	
  

GO!Enterprise	
  

•  The	
  _variables	
  table	
  has	
  some	
  interes5ng	
  data…	
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Case	
  Study	
  #4	
  

Kaseya	
  BYOD	
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Case	
  Study	
  #4	
  

Kaseya	
  BYOD	
  

•  BYOD	
  applica5on	
  that	
  provides	
  access	
  to	
  documents,	
  e-­‐mail,	
  and	
  

a	
  browser	
  

•  Apps	
  connect	
  to	
  a	
  gateway	
  that	
  proxies	
  to	
  internal	
  resources	
  such	
  

as	
  intranet	
  applica5ons	
  and	
  file	
  shares	
  

•  Access	
  to	
  the	
  app	
  is	
  protected	
  via	
  a	
  PIN	
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Case	
  Study	
  #4	
  

Kaseya	
  BYOD	
  

•  Quickly	
  iden5fied	
  an	
  interes5ng	
  class:	
  



	
  	
  ©	
  2014	
  MDSec	
  Consul5ng	
  Ltd.	
  	
  All	
  rights	
  reserved.	
  

Case	
  Study	
  #4	
  

Kaseya	
  BYOD	
  

	
  

	
  

	
  

	
  

Kaseya	
  BYOD	
  DEMO	
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Binary	
  Protec5ons	
  

Overview	
  

•  Introduced	
  to	
  the	
  OWASP	
  Mobile	
  Top	
  Ten	
  at	
  OWASP	
  AppSec	
  

California	
  in	
  January	
  2014	
  

•  AXempts	
  to	
  achieve	
  the	
  following	
  goals:	
  

–  Prevent	
  sokware	
  opera5ng	
  in	
  an	
  untrusted	
  environment	
  

–  Thwart	
  or	
  increase	
  the	
  complexity	
  of	
  reverse	
  engineering	
  

–  Thwart	
  or	
  increase	
  the	
  complexity	
  of	
  modifica5on	
  or	
  tampering	
  aXacks	
  

–  Detect/Prevent	
  aXacks	
  from	
  on-­‐device	
  malware	
  

•  How	
  common	
  are	
  these	
  protec5ons?	
  

–  2013	
  study	
  by	
  HP	
  :	
  “86	
  percent	
  of	
  applica5ons	
  tested	
  lacked	
  binary	
  

hardening”	
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Binary	
  Protec5ons	
  

Overview	
  

•  So	
  what	
  are	
  the	
  risks?	
  

–  Thek	
  of	
  Intellectual	
  Property	
  from	
  reverse	
  engineering	
  

–  Circumven5on	
  of	
  security	
  controls;	
  authen5ca5on,	
  encryp5on,	
  licensing,	
  

DRM,	
  jailbreak/root	
  detec5on	
  

–  Loss	
  of	
  revenue	
  from	
  piracy	
  

–  Brand/Reputa5onal	
  damage	
  from	
  app	
  imita5on	
  and/or	
  code	
  modifica5on	
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Binary	
  Protec5ons	
  

Overview	
  

•  Some	
  of	
  the	
  binary	
  protec5ons	
  you	
  may	
  have	
  encountered:	
  

–  Jailbreak/Root	
  detec5on	
  

–  Resource	
  and	
  code	
  integrity	
  checksums	
  

–  An5-­‐debugging	
  

–  Run5me	
  tamper	
  protec5on	
  

–  Obfusca5on	
  

•  Not	
  a	
  silver	
  bullet!	
  



	
  	
  ©	
  2014	
  MDSec	
  Consul5ng	
  Ltd.	
  	
  All	
  rights	
  reserved.	
  

Binary	
  Protec5ons	
  

Jailbreak/Root	
  Detec5on	
  

•  AXempts	
  to	
  detect	
  if	
  the	
  applica5on	
  is	
  running	
  on	
  a	
  jailbroken	
  or	
  

rooted	
  device	
  

•  If	
  a	
  compromise	
  is	
  detected	
  the	
  app	
  usually	
  does	
  one	
  or	
  more	
  of:	
  

–  Warn	
  the	
  user	
  

–  Wipe	
  any	
  sensi5ve	
  data	
  

–  Report	
  back	
  to	
  a	
  management	
  server	
  

–  Exit	
  /	
  Crash	
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Binary	
  Protec5ons	
  

Jailbreak/Root	
  Detec5on	
  

•  Jailbreak/Root	
  detec5on	
  implementa5ons	
  usually	
  perform	
  the	
  

following	
  ac5vi5es:	
  

–  Examine	
  the	
  filesystem	
  

–  Check	
  open	
  ports	
  

–  Test	
  sandbox	
  restric5ons	
  

–  Permissions	
  on	
  memory	
  pages	
  

–  Evidence	
  of	
  modifica5ons	
  (e.g.	
  build	
  keys)	
  

	
  

•  Oken	
  trivial	
  to	
  bypass	
  unless	
  other	
  protec5ons	
  are	
  in	
  place	
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Binary	
  Protec5ons	
  

Integrity	
  Checksums	
  

•  AXempt	
  to	
  ensure	
  that	
  applica5on	
  resources	
  or	
  internal	
  code	
  

structures	
  haven’t	
  been	
  modified	
  or	
  new	
  code	
  inserted	
  

•  If	
  tampering	
  is	
  detected	
  more	
  oken	
  than	
  not	
  a	
  crash	
  is	
  triggered	
  

•  Typically	
  implemented	
  by	
  embedding	
  a	
  “web”	
  of	
  self	
  valida5ng	
  

checksum	
  func5ons	
  in	
  to	
  an	
  applica5on	
  

•  Checksum	
  calcula5ons	
  performed	
  on	
  specific	
  func5ons	
  or	
  across	
  

a	
  class,	
  as	
  well	
  as	
  por5ons	
  of	
  the	
  code	
  segment	
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Binary	
  Protec5ons	
  

Integrity	
  Checksums	
  

•  For	
  na5ve	
  code	
  can	
  be	
  implemented	
  using	
  C	
  

–  Insert	
  a	
  label	
  before	
  and	
  aker	
  the	
  func5ons	
  you	
  want	
  to	
  checksum	
  to	
  get	
  

the	
  func5on	
  size	
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Binary	
  Protec5ons	
  

Integrity	
  Checksums	
  

•  A	
  checksum	
  can	
  then	
  be	
  calculated	
  based	
  on	
  the	
  start	
  address	
  +	
  

the	
  length	
  and	
  compared	
  with	
  a	
  stored	
  checksum	
  

•  Similar	
  checks	
  should	
  be	
  embedded	
  across	
  the	
  code	
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Binary	
  Protec5ons	
  

Integrity	
  Checksums	
  

•  There	
  are	
  several	
  shortcomings	
  in	
  this	
  method	
  of	
  

implementa5on:	
  

–  The	
  applica5on	
  first	
  needs	
  to	
  be	
  run	
  to	
  calculate	
  the	
  stored	
  CRC	
  which	
  is	
  

then	
  embedded	
  in	
  to	
  the	
  code	
  

–  The	
  loca5on	
  of	
  the	
  checksums	
  is	
  difficult	
  to	
  randomize	
  across	
  builds	
  

•  A	
  beXer	
  but	
  complex	
  approach	
  can	
  be	
  achieved	
  using	
  the	
  LLVM	
  

compiler	
  

–  During	
  compila5on	
  the	
  JIT	
  engine	
  can	
  compile	
  the	
  func5ons	
  that	
  you	
  want	
  

to	
  protect	
  

–  This	
  can	
  be	
  used	
  to	
  calculate	
  the	
  relevant	
  checksums	
  then	
  valida5on	
  code	
  

can	
  be	
  embedded	
  using	
  the	
  LLVM	
  IR	
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Binary	
  Protec5ons	
  

An5-­‐Debugging	
  

•  With	
  a	
  debugger	
  an	
  aXacker	
  is	
  able	
  to	
  trivially	
  manipulate	
  

applica5on	
  behavior	
  

•  For	
  example,	
  in	
  iOS	
  applica5ons	
  it	
  is	
  possible	
  to	
  simulate	
  method	
  

calls	
  to	
  objects	
  by	
  invoking	
  calls	
  to	
  objc_msgSend

•  An5-­‐debugging	
  protec5ons	
  aXempt	
  to	
  detect	
  and	
  prevent	
  a	
  

debugger	
  being	
  aXached	
  

•  Unlikely	
  to	
  thwart	
  an	
  advanced	
  adversary	
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Binary	
  Protec5ons	
  

An5-­‐Debugging	
  

•  On	
  iOS	
  the	
  process	
  status	
  can	
  be	
  queried	
  using	
  sysctl	
  

•  The	
  PT_DENY_ATTACH	
  flag	
  can	
  also	
  be	
  set	
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Binary	
  Protec5ons	
  

An5-­‐Debugging	
  

•  Several	
  common	
  implementa5ons	
  for	
  Android	
  applica5ons	
  

•  DVM	
  has	
  the	
  Debug.isDebuggerConnected	
  class	
  

•  Can	
  also	
  be	
  read	
  directly	
  from	
  the	
  DVM	
  via	
  JNI	
  rather	
  than	
  using	
  

the	
  API	
  

•  Timing	
  thread	
  execu5on	
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Binary	
  Protec5ons	
  

Run5me	
  Tamper	
  Protec5on	
  

•  Frameworks	
  like	
  Cydia	
  Substrate	
  make	
  hooking	
  of	
  the	
  Objec5ve-­‐C	
  

or	
  Dalvik	
  run5mes	
  trivial	
  

•  Allows	
  an	
  adversary	
  or	
  malware	
  to	
  invoke	
  or	
  modify	
  internal	
  

methods	
  

–  Bypass	
  security	
  controls	
  

–  Leak/Steal	
  sensi5ve	
  data	
  

•  Fairly	
  unique	
  situa5on	
  that	
  a	
  developer	
  cannot	
  trust	
  their	
  own	
  

run5me	
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Binary	
  Protec5ons	
  

Run5me	
  Tamper	
  Protec5on	
  

•  AXempts	
  to	
  determine	
  whether	
  func5ons	
  have	
  been	
  hooked	
  at	
  

run5me	
  

•  Several	
  tricks	
  for	
  iOS	
  that	
  can	
  help	
  iden5fy	
  run5me	
  tampering,	
  

but	
  yet	
  to	
  see	
  anything	
  for	
  Android	
  DVM	
  (this	
  doesn’t	
  mean	
  it	
  

doesn’t	
  exist!	
  J)	
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Binary	
  Protec5ons	
  

Run5me	
  Tamper	
  Protec5on	
  

•  Check	
  #1	
  :	
  Valida5ng	
  the	
  source	
  image	
  loca5on	
  

•  The	
  loca5ons	
  for	
  dylibs	
  with	
  the	
  SDK	
  methods	
  is	
  a	
  finite	
  set	
  of	
  

directories:	
  

–  /usr/lib	
  

–  /System/Library/Frameworks	
  

–  /System/Library/PrivateFrameworks	
  

–  /System/Library/Accessibility	
  

–  /System/Library/TextInput	
  

	
  

•  Dladdr	
  takes	
  a	
  func5on	
  pointer	
  and	
  returns	
  details	
  on	
  the	
  

source	
  image	
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Binary	
  Protec5ons	
  

Run5me	
  Tamper	
  Protec5on	
  

•  Retrieve	
  the	
  image	
  name	
  and	
  compare	
  it	
  to	
  known	
  values	
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Binary	
  Protec5ons	
  

Run5me	
  Tamper	
  Protec5on	
  

•  Check	
  #2:	
  Scan	
  for	
  malicious	
  libraries	
  

•  	
  Cydia	
  Substrate	
  and	
  Cycript	
  will	
  inject	
  a	
  dylib	
  in	
  to	
  the	
  process	
  

when	
  it	
  launches	
  

•  It’s	
  possible	
  to	
  iterate	
  the	
  list	
  of	
  loaded	
  libraries	
  and	
  search	
  for	
  

common	
  jailbreak	
  associated	
  libraries	
  such	
  as	
  “Substrate”	
  and	
  

“cycript”	
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Binary	
  Protec5ons	
  

Run5me	
  Tamper	
  Protec5on	
  

•  Get	
  a	
  list	
  of	
  linked	
  libraries	
  and	
  scan	
  for	
  jailbreak	
  strings	
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Binary	
  Protec5ons	
  

Run5me	
  Tamper	
  Protec5on	
  

•  Check	
  #3:	
  Check	
  for	
  Cydia	
  Substrate	
  patches	
  

•  Examining	
  the	
  code	
  (see	
  SubstrateHookFunctionARM)	
  we	
  

can	
  see	
  what	
  it	
  does:	
  

•  Trampoline	
  is	
  inserted,	
  jumps	
  to	
  an	
  absolute	
  address	
  

–  	
  ldr	
  pc,	
  [pc,	
  -­‐0x4]	
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Binary	
  Protec5ons	
  

Obfusca5on	
  

•  AXempts	
  to	
  complicate	
  reverse	
  engineering	
  by	
  making	
  it	
  difficult	
  

or	
  complex	
  to	
  understand	
  

•  Obfusca5on	
  typically	
  achieves	
  this	
  by	
  doing	
  some	
  or	
  all	
  of	
  the	
  

following	
  (and	
  more!):	
  

–  Obscure	
  names	
  of	
  classes,	
  fields	
  and	
  methods	
  

–  Insert	
  bogus	
  code	
  

–  Modify	
  the	
  control	
  flow	
  

–  Subs5tu5on	
  of	
  instruc5ons	
  

•  Android	
  comes	
  with	
  ProGuard	
  for	
  release	
  builds,	
  llvm-­‐obfuscator	
  

is	
  an	
  opensource	
  na5ve	
  code	
  equivalent	
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Case	
  Study	
  #5	
  

App	
  Protec5on	
  Product	
  

•  Reviewed	
  a	
  binary	
  protec5on	
  solu5on	
  for	
  a	
  vendor	
  

•  Unfortunately	
  work	
  performed	
  under	
  NDA	
  ;(	
  

•  The	
  solu5on	
  worked	
  by	
  embedding	
  similar	
  protec5ons	
  to	
  those	
  

described,	
  including	
  run5me	
  tampering,	
  checksum	
  protec5on	
  etc	
  

to	
  LLVM	
  IR	
  

•  The	
  protec5ons	
  worked	
  an	
  onion	
  and	
  each	
  one	
  needed	
  to	
  be	
  

pealed	
  off	
  one	
  at	
  a	
  5me,	
  star5ng	
  with	
  the	
  integrity	
  checksumming	
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Case	
  Study	
  #5	
  

App	
  Protec5on	
  Product	
  

•  Patching	
  the	
  binary	
  and	
  triggering	
  a	
  crash	
  lead	
  us	
  to	
  find	
  some	
  

examples	
  of	
  the	
  valida5on	
  rou5ne	
  from	
  the	
  call	
  stack	
  

•  Reversing	
  some	
  of	
  these	
  func5ons	
  we	
  found	
  a	
  common	
  

denominator,	
  they	
  all	
  called	
  srand()

•  In	
  theory,	
  it	
  should	
  be	
  possible	
  to	
  iden5fy	
  all	
  of	
  the	
  

checksumming	
  func5ons	
  by	
  cross	
  references	
  to	
  srand()
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Case	
  Study	
  #5	
  

App	
  Protec5on	
  Product	
  

•  IDAPython	
  to	
  the	
  rescue!	
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Conclusions	
  

Overview	
  

•  Secure	
  doesn’t	
  always	
  mean	
  secure	
  

•  Binary	
  protec5ons	
  aren’t	
  a	
  silver	
  bullet!	
  

•  Protec5ons	
  need	
  to	
  be	
  layered	
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Q	
  &	
  A	
  

That’s	
  all	
  folks!	
  

QUESTIONS?	
  

•  Online:	
  

–  hXp://www.mdsec.co.uk	
  

–  hXp://blog.mdsec.co.uk	
  	
  

–  hXps://github.com/mdsecresearch	
  	
  

•  E-­‐Mail:	
  

–  dominic	
  [at]	
  mdsec	
  [dot]	
  co	
  [dot]	
  uk	
  

•  Twi,er:	
  

@domchell	
  

@MDSecLabs	
  


